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Mr . Chair man , Madam V ice-Chair an d Memb ers of t he C om mitt ee:

As a representative of th e At to rn ey G ener al of N ew Jersey,  and  D irector  of th e Division

of G amin g Enfo rcem ent , on e of th e state agen cies responsib le for  th e regulation o f the casino

industry in New Jersey, I thank you for the opportunity to appear before you today to address the

imp or tan t issue of hom eland secur ity  as it relates to  At lant ic Cit y.

As you  are all awar e, th e casino in dust ry  mak es a significant  con tr ibut ion  to the State’s

economy.  The 12 casino h ot el facilities cur ren tly  operat ing in  At lant ic City  generate over $4

billion in r evenu es ann ually , pay  mor e th an $300 m illion  in t axes, and pro vide em plo ym ent  for

alm ost  50,000 peop le.  They  also pay  appro xim ately  80% of th e pr opert y t axes in A tlan tic C ity , are

serviced and  supp lied by  over  12,000 vend or s, and r eceive more th an 30 m illion  visitor  tr ips per

year.  As is evident,  th e in vest men t b y t he casino indu str y is sign ifican t in at tr act ing many t ou rists

to the Atlantic City region.

The econom ic con tr ibut ion s of the casino ind ustr y m ake it  th erefo re a uniq ue asset which

need s to  be pr otected against  a terr or istic attack .  But t hat  protection  obv iously  cann ot  be ach ieved

by lim it ing pu bl ic access to  casino facilities.  In th e wak e of 9/ 11, there h as been a lot  of discussion
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among th e D ivision, the New Jersey State Police, the Atlantic City Police Department and the

casino industry as to how best to protect this industry while maintaining its viability.

By way of back groun d, in  th e imm ediate aftermat h o f 9/ 11, th e casinos them selves

con ducted  assessmen ts of th eir vu lner abilit y to t err or ist att ack.  T hese assessmen ts att emp ted  to

account for the differin g levels of secur ity  wh ich sh ou ld be ap plicab le un der  th e color-coded  th reat

assessmen t levels implemen ted  by  th e State an d feder al governm ent s.  It was r ealized t hat  th e

existing structure of the Casino Control Act , wh ich m andates th e existence o f casino surveillance

and  securit y dep art men ts, cou ld be u tilized  to  ensur e com pliance w ith th e ap pr op riat e levels of

secur ity  based  on  the co lor -coded threat  assessment  system.   

Later in  2001, the D om est ic Secur ity P reparedness Act  of 2001 formally establ ished an

Infrastructure Advisory C om mitt ee (IAC ) as a privat e-secto r co mp on ent  of the Domestic Security

Pr epar edn ess Task  Force.  In  man dat ing a pub lic-privat e par tn ersh ip, N ew Jer sey reco gnized  th at

85 to  90 percen t o f the infrastru ctur e in the State is privately owned, and  th at p ro tect ing life and

property mu st be u nd ert aken  as a joint  effor t betw een govern men t an d in dustry .    The T ask For ce

has iden tified a n um ber  of key in dustrial sector s that accoun t fo r t he strength of New Jersey’s

economy and quality of life.  O ne such  sector  is spor ts, en ter tain men t and tourism, with a subsector

for  casinos and  ho tel en ter tain men t comp lexes.  Each  sector  or  subsector is paired with one or more

state agen cies, usu ally b ased  on  pr ior relation ships.  T he D ivision has been  design ated as the liaison

to the casino industry.
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Sin ce their  creat ion , th e Task F or ce and  IAC  have been  develo pin g "Best Pract ices" for

security .  Best Pr actices for  a par ticu lar in dustry  rep resen t a baseline secur ity  plan  th at can  apply

acr oss an entire sector.  They focus on prevention, preparation, response to and  reco very from

ter ro rist  activit ies.  Best  Practices  inclu de det ailed lists of m eth ods, pro cesses, pr ocedu res and

actions that can b e taken t o pr otect th e critical in frastructu re site.  T hey  are develo ped b y IAC

private industry sector members, with inpu t from  th e various st ate agencies th at  serve as liaisons

to  each  grou p,  and t hey inclu de such considerat ions as:

# Assessing a site’s specific vu lner abilities and d ocumen tin g the met ho dologies

for mak ing these assessmen ts;

# "H arden ing," or incr easing ph ysical security of t he facility , including adding

fen cin g, bar rier s, an d con tr ols for staff an d veh icle access;

# Sett ing up protocols to ensure the continuity of communications;

# D evelopin g and implementing protocols for employee, vendor and  deliver y

person  backgrou nd check s;

# D evelopin g and ado pt ing pr ot ocols for adjusting a sit e’s secur ity  measures

based o n changes in  th e H om elan d Secu rity A ler t System (H SAS);

# D evelopin g protocols r elated to cyber-security and the protection of

compu ter content and com mun ication s;

# D evelop ing capacity  and  specific plan s to r espon d to a cr isis; and

# D evelopin g contingen cy and con tinui ty  plans to  ensur e that  a site can

continue to  fun ction o r sh ift fun ctions to an other  locat ion  in t he aft erm ath

of a terrorist incident.

The IAC sectors and subsectors submit their Best Practices to  the Task Force for review.

After its rev iew an d appro val, th e Task For ce subm its Best Pr actices to  th e Gover no r fo r h is review
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and  end or semen t.  W hen  th e Gover no r  appr oves an in dust ry  best pr actice, he o r she fo rm ally

directs th e state agency head  whose agen cy is liaiso n to  th e sect or  in  qu est ion to  take cer ta in  steps.

These include:

# D isseminatin g the Best Pr actices to  each en tit y w ith in t he secto r;

# Encouraging imp lemen tat ion  and  com pliance with t he Best  Practices by the

members of the sector;

# Establish ing a capacity to  pro vide training, education and techn ical assistan ce

for  each en tit y w ith in t he secto r t o en sure  imp lemen tat ion  and  com plian ce;

# Establish ing a capacity to monitor implementation and  com plian ce for  each

ent ity  wit hin  th e sector ; and

# Reporting back  to  th e Task For ce and  the Governor regarding the status of

implementation and  com plian ce wit h t he Best P ract ices, wit h a

recommendation whether additional steps are needed.

That  br ings us to w her e the D ivision is now  with  th e casino  indu stry .  

T he major  facto rs in  developin g Best P ract ices for t he casino in dustry  invo lved t he

protection of th e crit ical assets of the casino in dustry  and  th e met ho ds for ensuring protection.   The

crit ical assets are, fir st and  foremost,  the people, along with the hotels,  casino equipment and

fin ancial asset s.

The methods of protecting such assets was m ade mor e efficient becau se of the highly

regulat ed natur e of th e casino industr y.  W e have in  place a system in wh ich casinos are r equired
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to submit  internal  con tr ols, which  set for th  in detail h ow  th eir sur veillance and  securit y system s

will function.  Casinos must adh ere t o their  subm itt ed con tr ols, wh ich ar e appr oved b y the C asino

Control  Com mission after  con sult at ion wi th  th e D ivision .  C asinos can be fined fo r failin g to

follow  th eir app roved con tr ols.  Thus,  rather than ad hoc pr ocedu res im plem ent ed in response to

9/ 11, we can  use th e system of mandated internal con tr ols to  im plem en t Best P ract ices.

The Best Pr actices for the casino industry were develop ed by  th e Division in  con sultat ion

with casino securi ty d irect or s and State Pol ice assign ed to  th e D ivision.  In  determin ing the Best

Pr actices, wh ich in  mo st cases have been  or will be implemented via the internal control pr ocess,

the D ivision  looked  to  th e existin g vuln erab ilities of t he casino in dustry  and  also to  appro pr iate

method s to  pr ot ect  against t hese inheren t vulnerabilities.

The vu lnerabilit ies of th e in du str y include t he following:

# Casinos are m eant  to  att ract  th e public;

# Em ployees, con tr acto rs and delivery  people r equire b ack o f th e ho use access;

# All th e casinos ar e in a co ncen trat ed area and  on  an island, accessible by

boat;

# Ther e are a lim ited  nu mb er o f egress rou tes;

# The casinos are lo cated  near  small air po rt s; and

# Casinos necessarily involve extensive public interaction, including multiple

ent ry  poin ts to  each casino  facility.
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Taking into account  th ese vulnerab ilities, th e Best Pr actices developed used existin g plans

which dealt  with ot her  ty pes of disaster s such as fir es, flood s and hu rr icanes, an d adap ted  such p lans

to  deal with  th e th reat  or  actuality  of a ter ro rist at tack .  Site vuln erab ility  was add ressed by :

# Securit y an d sur veillance;

# Monitoring and regulation;

# The t rain ing of emp loyees;

# The co mplet ion of mandated b ack grou nd check s;

# The fo rm ulat ion  of r espon se plans; and

# The cr eat ion of back -up  syst em s to  continue op erat ions.

Target  har den ing m easures included lim itatio ns on  parkin g and  deliveries, as well as other

access controls appropriate for the colo r-coded  th reat  level.  We also establish ed com mu nicat ion s

pr otocols which are required by the internal control submissions.   Also mandated are the various

levels of licensure and the b ackgr ound  check s for em ployees and  vend or s.  Logical and  ph ysical

access con tr ols on  casino co mp uter systems w ere in stitu ted  to  pr event , to the extent practicable, a

cyber at tack .

The Best Pr actices fo r t he casin o in du st ry  wer e ap pr ov ed  by  th e T ask Force and Governor

in 2004.  Since then , th e Division h as been w or kin g with the casino ow ner s and operator s to assist

th em in  imp lemen tin g the relevan t p lans.  Specifically, w e have:
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# Taken all appro pr iate m eans and m ade all app ro pr iate contacts to ident ify

all ent ities wh ich fall w ith in t he casino sub sector ;

# D isseminat ed th e Best Pract ices to each an d every casino  ho tel facility;

# Made efforts to ensure implementation and com plian ce wit h Best P ract ices

throughout the entire casino industry;

# Estab lished a capacity to provide training, educat ion  and  tech nical assistance,

when appro pr iate, in  th e im plem en tation  and com plian ce o f Best  Pr actices;

# Estab lished a capacity to monitor implementation and  complian ce w ith Best

Pr actices; and

# Rep or ted  to the Task Force and the Governor’s office on the status of

implementation and  com pliance with Best Pr actices within  th e casino

industry and  mad e reco mm end ations con cern ing add itio nal step s needed to

ensure compliance or improvement.

I con clude my  rem ark s by exp ressing m y confidences th at t he w or k o f th e 

D ivision and t he casino indu str y t o ensur e effect ive im plem en tation  of th e Best  

Pr actices will furth er enh ance ou r goal of pr otect ing N ew Jersey’s citizens, 

communities, and economy.

Thank you.


